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Abstract

RCU has provided performancebene ts in a number
of areasin the Linux 2.6 kernel [MAK 01, LSS02
MSA 02, ACMS03 McK03, MSS04, aswell asin
several otheroperatingsystemkernels[HOS89 Jac93
MS98 GKAS9Y. Its usehasalsobeenproposedn con-
junction with a numberof speci ¢ algorithms[KL80,
ML84, Pug9Q. This experiencehasgeneratech num-
ber of useful rules of thumb, analytic comparisonsof
RCU to otherlocking techniquegMS98, McK99], and
system-wideomparisonsf speci c RCUpatchedothe
Linux kernel. However, therehave not beenary mea-
suredcomparison®f RCU to otherlocking techniques
underavarietyof conditionsrunningon differentCPUs.

This paper lls that gap, comparingRCU to other
locking techniqguesn a numberof CPUsusinga hash-
lookupmicro-benchmarkThereadintensity numberof
CPUs,andnumberof searches/updat@grgraceperiod
arevariedto gain betterinsightinto which tool is right
for a particularjob.

1 Intr oduction

A usefulcomparisorof RCU and otherlocking primi-
tivesrequiresthefollowing:

1. Repeatability

2. Relatvely short durationto permit testing mary
combinations.

3. Codesequencethatoccurin reallife.

4. Conserative treatmentof the “new kid on the
block;" in thiscase RCU.

Sincethe Linux kernelcontainsa very large number
of hashtables,hash-tablesearchis a naturalchoicefor
a mini-benchmark.To promoterepeatability deletions
andinsertionsareperformedn pairs,sothatthenumber
of elementdn eachhashchainremainsconstanbverthe
longterm—overtheshortterm,of coursepneCPUmight
searchthe hashtable betweerthe time after someother
CPUhasdeletedanelementput beforeit hasre-inserted
it.

In orderto err on the consenrative side, this bench-
mark is compiled without optimization, which de-
emphasizeshe cache-thrashingverheadof the lock-
ing primitives. Comparisonwith measurednemory-
lateny and pipeline- ush overheadshowved thatthese
costsdominatedjn ary case.This benchmarlkalsodis-

regardsthe possibility of batchingRCU updatesamong
multiple hashtables.
Thelocking methodscomparedareasfollows:

. Globalspinlock(global).

. Globalrwlock (globalrw).

. Perbucketspinlock(bkt).

. Perbucketrwlock, but modi ed to avoid stanation
(bktrw).

. brlock.

. Perbucket spinlock combinedwith a perelement
referencecount(refcnt). Note thatthis mechanism
helpswith deadlockavoidance.

. RCU, which entails lock-free searchwith per
bucket spinlockand RCU guardingupdates.Note
that this mechanismalso helps with deadlock
avoidancefor read-sideaccesses.

8. ldeal scaling, taking the performanceof searches

and updatesrunning without ary sort of synchro-

nization, and multiplying by the number CPUs.

Once someoneachieves ideal scalingon a given

workload, that workload is thereafterdesignated

“embarrassinglyarallel”.

This benchmarkis run with from oneto four CPUs,
varying operationmixtures from read-onlyto update-
only. Notethatthe single-CPUdatastill usesocks—see
the “ideal” lines for lock-free performance.From this
data,we will identify the areasof optimality for each
locking primitive. Althoughtheseresultsarequite use-
ful asrulesof thumb,they arecertainlyno substitutefor
actuallyrunningreal-world benchmark&eforeandafter
makingchanges!

Finally, in keepingwith Linus Torvalds's requestat
Ottawa lastsummetthatpeopleplacea greateffocuson
userlevel code,thesebenchmarksun at userlevel. As
aresult,someof the namesf someof theatomicprim-
itivesdiffer slightly from their kernelequivalentsin the
codefragmentghatfollow.

Section2 provides backgroundon RCU. Section3
describeghe hash-tablamini-benchmarkjncluding the
codefor the variouslocking mechanismgested. Sec-
tion 4 displaysthe measuredresults, and Section 5
presentsummaryandconclusions.
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2 Background

Thissectiongivesabrief overview of RCU; moredetails
areavailableelsavhere[MS98, MAK 01, MSA 02].
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Figurel: Lock ProtectingDeletionandSearch

On SMP systemsary searchingof or deletionfrom
a linked list mustbe protectedfor example,by a lock.
WhenelementB is deletedfrom the list showvn in Fig-
urel, searchingcodeis guaranteedo seethis list in ei-
thertheinitial state(1) or the nal state(3). In state(2),
whenelementB is beingdeleted the readerwriter lock
guaranteethatnoreadergindicatedby theabsencef a
triangleon elementB) will beaccessinghelist.
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Figure2: RaceBetweerDeletionandSearch

However, mary lists are searchednuch more often
thanthey aremodi ed. For example,anlP routingtable
would normally changeat mostonce per few minutes,
but might be searchednary thousand®f timespersec-
ond. Thiscouldresultin well overamillion accesseper
update,making lock-acquisitionoverheadburdensome
to searches.

Unfortunately omitting locking when searching
meansthat the updateno longerappeardo be atomic.
Insteadtheupdateakesthemultiple stepsshavnin Fig-
ure2. A searchmightbereferencingelemenB justasit
wasfreedup, resultingin crashesor worse,asindicated
by thereadereferencinghothingnesén step(3).

Onesolutionto this problemis to delayfreeingup el-
ementB until all searchebave givenup theirreferences
to it, asshawn in Figure3. RCU indirectly determines
whenall referencesiave beengivenup. To seehow this
works, recallthattherearenormallyrestrictionson what

M A =~ B = C (=
A A A
'

@A H[ B8 = c =
A A A
'

@G A H|l B = c =
A A

@[ a ¢ L=
A A

Figure3: RCU ProtectingDeletionandSearch

operationgnay be performedwhile holding a lock. For
example,in theLinux kernel,it is forbiddento doacon-
text switchwhile holdingary spinlock. RCU mandates
thesesamerestrictions:eventhoughthe RCU-protected
searchneednot acquireary locks, it is forbiddenfrom
performingary operationthat would be forbiddenif it
werein factholdingalock.

Thereforeany CPUthatis seenperforminga context
switch after the linked-list deletion shawvn in step (2)
of Figure 3 cannotpossibly hold a referenceto ele-
mentB. As soonasall CPUshave performeda context
switch, therecanno longerbe ary readersasshawvn in
step(3). ElementB maythenbe safelyfreed,asshavn
in step(4).

A simple,thoughinef cient, RCU-basedieletional-
gorithm could perform the following stepsin a non-
preemptve Linux kernel (preemptve kernelscan be
handledaswell [MSA 02)):

1. Unlink elementB from the list, but do not free it.
Thestateof thelist will bethatshovnin step(2) of
Figure3.

2. RunoneachCPUin turn. At this point,eachCPU
hasperformedone contect switch after elementB
hasbeenunlinked. Thus,therecannotbe any more
referenceso element.

3. Freeupelement.

Much more ef cient implementationdhave beende-
scribedelsavhere[MS98, MSA 02].

3 Hash-Table Mini-Benchmark

Thehashtableis a simplearrayof buckets,with linked-
list chains.Separat¢asksperformsearchesndupdates
in parallel, and a parenttask terminatesthe test after
the prescribedduration. Eachexperimentrunsthe test
ve times,and prints the average maximum,and mini-
mumtimesperoperatiortimesfromthe veruns,along



1 struct el *
2 _search_bucket(struct

{
struct
struct

list_head *p, long key)

list_head
el *q;

*lep;

list_for_each(lep,

q = list_entry(lep,
if (g->key == key) {
return  (q);

}

3
4
5
6
7 p) {
8
9

10

11

12 }

13 return

14

15

16

17

18

19

20

struct  el, list);

(NULL);
}

struct el *
_search(long key)

{

struct  list_head *p;

21 p = KEY2CHAIN(key);

22 return  (_search_bucket(p, key));

Figure4: SearchFunctions

with the standarddeviation. RCU-basedestsprint the
samestatisticsfor the maximumnumberof hash-table
elementsthat were ever waiting for a graceperiodto
complete.

The following section describesthe commoncode
usedin thetest,andthe sectionsafterthatdescribecode
speci c to eachof thelocking mechanisms.

3.1 Common Code

Figure 4 shows the code for the genericsearchfunc-
tions, which is quite straightforward. The search()
function is usedby mechanismsuchas RCU and br-
lock that do not use a perhash-chainock, while the
_search _bucket() is usedby mechanismshatuse
a perhash-chaidock. The KEY2CHAIN() macropro-
videsa simplemodulushashfunction.

Figure 5 shaws the testloop. The keys of the ele-
mentsin the hashtable are consecutie integers, and
eachtaskincrementsits key by a differentodd prime
on each searchor update, in order to avoid “con-
voy” effects. The INSERT() , SEARCHSHD() and
SEARCHX() macrosmap directly to their lower-case
equialentsfor the locking primitivescomparedn this
paper Thisextralevel of C-preprocessandirectionwill
allow futurecomparisorof wait-freesynchronizatioral-
gorithms.Thensearch variableonline 3 containghe
expectednumberof searchesn the search/updatenix;
similarly, thenmodify variableindicatesthe expected
numberof updatesn the mix, sothata mixture of 90%
searchesmnight have nsearch=9 and nmodify=1
Theloop from lines4-13 performsa randomlyselected
number of searchesasedon the desiredmix. The
SEARCHSHD()function on line 5 is de ned to return
with ary requirediocksor referencecountsheld,soline
7 invokesreleaseshd() to do ary necessaryeleas-

ing. Lines9-12incrementhe searctkey with wrap,and
line 14 countsthe numberof operationdn alocal vari-
able.

Similarly, the loop from lines 16-38of Figure5 per

formsa randomlyselectechumberof updatesbasedon
thedesiredmix. If the SEARCHX() functiononline 18
returnsnon-NULL, it is de ned to returnholding what-
ever locks are requiredto deletethe element,and the
DELETE() functiononline 21is de ned to dropthose
locksbeforereturn,andfreethedeletedelementaswell.
Ontheotherhand,if SEARCHX() returnsNULL, it re-
turnswith no locks held. Line 22 allocatesa new ele-
mentto replacethe one deleted,andline 24 countsan
errorif outof memory Line 26 doessomedelug checks
if RCUisin useandis ano-opotherwiseagainfavoring
normallocking. Lines 27-30initialize the new element
andinsertit. TheINSERT() functiononline 29is de-
ned to acquireary neededocks andto releasethem
beforereturning. Lines 34-37 advanceto the next key
value,andline 39 countsthe operationsn a local vari-
able. Line 40 forcesa quiescenstatefor RCU, andis a
no-opotherwise.

As noted earlier, this testloop is run ve times for
eachcon guration, and the resultsare averaged. The
maximum, minimum, and standarddeviation are also
computedn orderto checkrepeatabilityand detectin-
terference.

3.2 Starvation-Freerwlock

In order for the teststo run reliably, a stanation-free
rwlock is required. Similar implementationdiave been
reinventedmary timesover the decadesthe rst thatl
amawareof beingCourtoisetal. [CHP7]. Pleasenote
thatl amnotadwocatingthatthe Linux kernelalsoadopt
a stanation-freerwlock, sincefreedomfrom stanation
incursadditionaloverheadn low-contentionsituations.
Usetheright tool for thejob!

Therwlock is implementechsan atomicallymanipu-
latedintegerthattakeson valuesasfollows:

1. RWLOCKBIAS: lock is idle. This is the initial

value.

2. RWLOCKBIAS , where is less than
RWLOCKBIAS/2: readersoldthelock.

3. 0: onewriter holdsthelock.

4. . onewriter is waiting for readerdo release
thelock.

Figure 6 shavs the acquisitionprocedure.The outer
loop from lines 6-16 spinsuntil we have read-acquired
thelock. Theinnerloop from lines9-11 spinsuntil ary
currentwrite-holderhasreleasedhelock, andalsotakes
a snapshobf thelock valueat this point. Lines 15-16
then attemptto read-acquirdhe lock. Finally, line 17
issuesvhaterermemorybarrierinstructionsarerequired



key = 0;
(atomic_read4(&shdctl->state)
n = random() % (2 * nsearch
for (i =0; i <n; i++) |
g = SEARCHSHD(key);
if (g !'= NULL) {
releaseshd(q);
}
key += incr;
if (key >= nelements) {
key -= nelements;
}
}

mycount += n;

n = random() % (2 * nmodify
for (i =0 i <n; i++) {
g = SEARCHX(key);
if (g !'= NULL) {
key = g->key;
DELETE(q);
g = kmalloc(sizeof(*q), 0);
if (@ == NULL) {
shdctl->pt[id].err_count++;
} else

init_el(q);

g->key = key;

if  (INSERT(q)) {
kfree(q);

}

key += incr;
if (key >= nelements) {
key -= nelements;
}
}
mycount += n;
RCU_QS();

Figure5: TestLoop

+ 1)

+ 1)

{
RCU_VALIDATE_ALLOC(q, key);

== STATE_GO) {

1 static inline void

2 read_lock(atomic_t *rw)

3

4 long oldval;

5

6 do {

7 /* Wait for writer to get done. */

8

9 do {

10 oldval = (long)atomic_read4(rw);

11 } while (oldval <= RW_LOCK_BIAS/ 2);
12

13 /* Attempt to read-acquire the lock. */
14

15 } while (atomic_cmpxchg4(rw,oldval,oldval-1) 1=
16 oldval);

17 spin_lock_barrier();

18 }

Figure6: Read-Acquiringanrwlock

static inline void
read_unlock(atomic_t *rw)
spin_unlock_barrier();
(void)atomic_xadd4(rw, 1);
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}

Figure7: Read-Releasingnrwlock

to preventthe critical sectionfrom “bleedingout” into
theprecedingcode.

Figure7 shavs how anrwlock is releasedLine 4 ex-
ecutesary memorybarriersrequiredto preventthe crit-
ical sectionfrom bleedingout into the following code,
andline 6 atomicallyincrementghelock variable,indi-
catingthatonefewerreadeiis holdingthelock.

Figure 8 shows the procedureto write-acquirethe
rwlock. The outerloop spanninglines 7-19 spinsre-
peatedlyattemptingto write-acquirethe lock, contend-
ing with ary other concurrentwriters. The inner loop
spannindines 11-14repeatedlytakesa snapshobf the
lock variableandsubtractshebias,spinninguntil there-
sultindicatesthatary precedingwriter hasreleasedhe
lock. Onceary precedingwriter hasreleasedhe lock,
lines 18-19 attemptto atomically updatethe lock vari-
ableto indicatethatthis CPU s write-holdingthelock.
Thenthe loop from lines 23-25 spinswaiting for ary
read-holdingCPUsto releasethe lock. Finally, line 26
executeswhatezer memory-barrierinstructionsare re-
quiredto preventthe critical sectionfrom bleedingout
into the precedingcode.

Figure 9 shows the codeto releasean rwlock. This
is very similar to theread-releaseode. Line 4 executes
whatezer memory-barrieinstructionsareneededo pre-
ventthe critical sectionfrom bleedingout into the fol-
lowing code,andline 5 atomically addsthe bias back
into thelock variable.

Note that once a writer releaseghe lock, either a
readeror a writer might acquireit next, sothata series
of writerscannotdeterministicallystane areader Once



1 static inline  void

2 write_lock(atomic_t *rw)

3

4 long newval;

5 long oldval;

6

7 do {

8

9 /* Wait for previous writer to finish.
10

11 do {

12 oldval = (long)atomic_read4(rw);

13 newval = oldval - RW_LOCK_BIAS;
14 } while (newval < -RW_LOCK_BIAS/ 2);
15

16 /*  Attempt to write-acquire. */

17

18 } while (atomic_cmpxchg4(rw,oldval,newval)
19 oldval);

20

21 /* Wait for any readers to finish. */
22

23 while (((long)atomic_read4(rw)) <0 {
24 continue;

25

26 spin_lock_barrier();

27 }

Figure8: Write-Acquiringanrwlock

1 static inline void
2 write_unlock(atomic_t *rw)

spin_unlock_barrier();

(void)atomic_xadd4(rw, RW_LOCK_BIAS);
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Figure9: Write-Releasingnrwlock

*

1 struct el *
2 searchshd(long key)
34
struct el *q;
spin_lock(&(KEY2BUCKET (key)->bktlock));
g = _search(key);
if (g9 !'= NULL) {

return  (Q);

}
spin_unlock(&(KEY2BUCKET (key)->bktlock));

4
5
6
7
8
9

10

11

12 return  (NULL);

13

Figure10: PerBucket Search

void
delete(struct

{

struct

el *g)

list_head *n = &(g->list);
list_del(p);

releasex(q);

kfree(q);
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Figurell: PerBucket Delete

awriter makesits presenc&nown, it will eventuallyob-
tainthelock, sothatreadercannotstane awriter.

3.3 Per-Bucket Spinlock

Figure 10 shaws the perbucket-spinlocksearchfunc-
tion. It simply computeghe hash,acquireghe spinlock
for the correspondinghashbucket, searcheghe hash
chain, and returnswith the lock held for a successful
searchpr dropsthelock (andreturnsNULL) for anun-
successfusearch.Thesearchx()  functionis identi-
cal.

Figure 11 shaws the delete() function, which
is passedan elementreturnedby a successfukall to
searchx() , andis thusinvokedwith the bucket lock
held. Line 6 removesthe elementfrom the hashchain,
line 7 releaseghe bucket lock, andline 8 freesup the
newly removedelement.

Figure12 shavstheinsert() function. Line 6 ac-
quiresthe bucket lock. Lines 7-11 verify that the ele-
ment's key is not alreadyin the list, droppingthe lock
andreturningfailureif it is. If the key is not alreadyin
thelist, line 12 addsthe new elementto thelist, line 13
releaseshelock, andline 14 returnssuccess.

3.4 Per-Bucket rwlock

Theperbucketrwlock'ssearchshd()  functionis the
sameas that shovn in Section3.3, but with the spin-
lock operationsreplacedwith read-siderwlock opera-
tions. Similarly, the perbucket rwlock's searchx()

insert() ,anddelete() functionsarethe sameas
thoseshavn in Section3.3,with thespinlockoperations
replacedwith write-siderwlock operations.



1 int

2 insert(struct el *q)

3{

4 struct el *p;

5

6 spin_lock(&(KEY2BUCKET(g->key)->bktlock));
7 p = _search(g->key);

8 if (p != NULL) {

9 spin_unlock(&(KEY2BUCKET(qg->key)->bktlock));
10 return  (0);

11

}
12 list_add(&(qg->list), KEY2CHAIN(g->key));
13 spin_unlock(&(KEY2BUCKET(qg->key)->bktlock));
14 return  (1);

15 }
Figure12: PerBucketInsert
1 void
2 releaseshd(struct el *q)
3 {
4 if (atomic_xadd4(&g->refcnt, 1) = 1) {
5 kfree(q);
6
7}

Figurel3: Reference-CouriRelease

3.5 Per-Bucket Spinlock and Per-Element
Refcnt

Figure 13 shaws how a referencecountis releaseddy
releaseshd() Line 4 atomically decrementghe
countandchecksto seeif theold valuewas1, in which
casethis is the lastreferenceandthe item may now be
freedby line 5. Note thatthe linked list itself holdsa
reference so that the elementcannotpossiblybe freed
until aftera successfutlelete()

The releasex() functionsimply releaseshe per
bucketlock.

Figurel4 shavsthesearchshd()  function,which
returnswith the referencecount held upon successful
search. Line 6 acquiresthe perbucket spinlock, and
line 7 searche$or thespeci edkey. If thesearchis suc-
cessful,line 9 incrementsthe referencecount, line 10
releaseghe perbucket spinlock, andline 11 returnsa
pointerto theelement.Otherwisejf thesearchs unsuc-
cessfulline 13releaseshe perbucketspinlockandline
14 returnsNULL.

Note thatboth the searchandthe reference-counin-
crementaredoneunderthe perbucketlock. Sincedele-
tion is alsodoneunderthelock, it is not possibleto gain
areferencdo anelementhathasalreadybeenremoved
from its list.

The searchx()  exclusive-lock searchfunction is
identicalin functionto the perbucket-spinlockversion
shawvn in Figure10. Upon successfukearchijt returns
with the perbucketlock held.

Figure 15 shows the reference-countdelete()
function. This function must be passedan element
that was returnedfrom searchx() , so thatthe per

1 struct el *

2 searchshd(long key)
3 {

4 struct el *qg;

5

6 spin_lock(&(KEY2BUCKET (key)->bktlock));

7 g = _search(key);

8 if (g != NULL) {

9 (void)atomic_xadd4(&g->refent, 1);
10 spin_unlock(&(KEY2BUCKET (key)->bktlock));
11 return  (q);

122}

13 spin_unlock(&(KEY2BUCKET(key)->bktlock));
14

15

return  (NULL);

Figurel4: Reference-CourharedSearch

void
delete(struct

{

struct

el *q)

list_head *p = &(g->list);
list_del(p);
releasex(q);
releaseshd(q);

/* for search. */
/* for list. */

©oO~NOUTAWNPRP

Figure15: Reference-CouriDelete

bucketlock is heldon entryto delete() . In addition,
sincethe linked list itself holds a referenceto the ele-
ment,we know thatthereferencecountvaluemustbe at
leastone,evenif thereareno reference®btainedfrom
searchshd()  currentlyin force. Therefore,line 7
simply removesthe elementfrom the list, line 8 drops
the perbucketlock, andline 9 releaseshe linkedlist's
referenceto the element. If thereare no outstanding
searchshd() referencesthereleaseshd() invo-
cationonline 9 will alsofreeuptheelementotherwise,
the last searchshd()  referenceto be droppedwill
freeuptheelement.

Figure 16 shows the reference-countinsert()
function. This function is identicalto the perbucket-
spinlockversionshavn in Figure 12, with the addition
of theinitialization of the referencecountto 1 (for the
linkedlist, remember?pnline 13.

1 int
2 insert(struct
3 {

el *q)
struct el *p;

4
5

6 spin_lock(&(KEY2BUCKET(g->key)->bktlock));
7 p = _search(g->key);
8

9

if (p !'= NULL) {
spin_unlock(&(KEY2BUCKET(qg->key)->bktlock));
10 return  (0);
11
12 atomic_set4(&g->refcnt, 1);

13 list_add(&(g->list), KEY2CHAIN(g->key));
14 spin_unlock(&(KEY2BUCKET(g->key)->bktlock));
15 return  (1);

Figurel6: Reference-Courihsert



1 struct el *
2 searchshd(long key)

3 {

4 struct el *qg;

5

6 br_read_lock(bbrlock);
7 g = _search(key);

8 if (g != NULL) {
9 return  (Q);

0 }

11 br_read_unlock(bbrlock);
12 return  (NULL);

13 }

Figure17: brlock SharedSearch

1 void

2 delete(struct el *q)

34

4 struct  list_head *n = &(g->list);
5

6 list_del(p);

7 releasex(q);

8  kfree(q);

9

Figure18: brlock Delete

3.6 Big-ReaderLock

Figure 17 shaws the brlock searchshd()  function.
Line 6 read-acquireshe lock andline 7 performsthe
search. If this searchis successfulline 9 returnsa
pointerto theelementwhile still holdingthelock. Oth-
erwise line 11dropsthelock andline 12 returnsNULL.

The only difference between the searchx()
function and the searchshd() function is that
searchx()  write-acquireghebrlock.

Figure 18 shaws the brlock delete() function.
Line 6 removesthe speci ed from thelist, line 7 write-
releaseshebrlock,andline 8 freestheelement.

Figure 19 shaws the brlock insert() function,
whichis quite similarto the perbucket-spinlockversion
shawvn in Figure 12, but with the perbucket exclusive
lock operationgeplacedwith the correspondingvrite-
sidebrlock operations.

1 int
2 insert(struct el *q)

struct el *p;

p = _search(g->key);
if (p !'= NULL) {
br_write_unlock(bbrlock);
10 return  (0);

3
4
5
6 br_write_lock(bbrlock);
7
8
9

}
12 list_add(&(g->list),
13 br_write_unlock(bbrlock);
14 return  (1);

KEY2CHAIN(g->key));

Figure19: brlock Insert

1 struct el *
2 searchshd(long key)

3 {

4 struct el *qg;

5

6 rcu_read_lock();

7 g = _search(key);
8 if (g != NULL) {
9 return  (Q);

10

11 rcu_read_unlock();
12 return  (NULL);

}

Figure20: RCU SharedSearch

1 void

2 delete(struct el *q, struct rcu_handle *rhp)

3

4 struct  list_head *n = &(g->list);

5

6 list_del(p);

7  RCU_SET_DELETED(q);

8 releasex(q);

9 call_rcu_kfree(rhp, q);

10 }

Figure21: RCU Delete

3.7 RCU
Figure 20 shavs the RCU searchshd() func-
tion, which does a simple search. Note that
rcu read _lock() andrcu _read _unlock() gen-
erateno codein thiscase.TheRCU searchx()  func-

tion is identicalto its perbucket-lockcounterparshovn
in Figure10.

Figure 21 shovs the RCU delete() function.
Again, this function is called with the perbucket lock
held. Line 6 removesthespeci edelemenfrom thelist,
line 7 updatesiehuginformation,line 8 releasesheper
bucketlock, andline 9 freesup theelementatthe endof
thenext graceperiod. Thecall _rcu kfree()  func-
tion alsoupdatestatisticghattrackthe maximumnum-
berof elementsvaiting for a graceperiodto expire.

Figure22 shavs RCU's insert() function.Line 6
acquireghelock, andline 7 checksto seeif thedesired
key is alreadypresentin thelist. If it is, lines9-10re-
leasethe lock andreturnfailure. Otherwise,if the de-
siredkey is not alreadypresentline 12 updatedehig
information,line 13 addstheelemento thelist with ap-
propriatememorybarriersine 14 releaseshelock, and
line 15returnssuccess.

4 Measured Results

This sectionshavs measuredesultsfrom running the
hash-tabldbenchmarkusingthe differentlocking meth-
odson the different CPUs. The CPUsusedare asfol-
lows:

1. Four-CPU700MHzP-IIl system.
2. Four-CPU 1.4GHzIPF system.



1 int
2 insert(struct
3{

el *q)

struct el *p;

spin_lock(&(KEY2BUCKET(g->key)->bktlock));

p = _search(g->key);

if (p !'= NULL) {
spin_unlock(&(KEY2BUCKET(qg->key)->bktlock));

10 return  (0);

}
12 RCU_SET_INUSE(q);
13 list_add_rcu(&(g->list), KEY2CHAIN(g->key));
14 spin_unlock(&(KEY2BUCKET(g->key)->bktlock));
15 return  (1);

Figure22: RCU Insert

3. Four-CPU 1.4GHzOpteronsystem.
4. Eight-CPU1.45GHzPOWERA4+ system(but only
four CPUswereusedin thesebenchmarks).

Sectiond.1displaysresultsfor aread-onlyworkload,
while Section4.2 shavs how the brealevensvary asthe
updateintensityof theworkloadvaries.

4.1 Read-OnlyWorkload

Figures23, 24, 25,and 26 shav performanceesults
for eachof thelockingmechanismsThey-axesarenor-

malizedin orderto preventinappropriatecomparisorof

thedifferentCPUs.

The left-handgraphof each gure shaws the perfor
manceof a globalspinlockanda globalrwlock. In each
case theseprimitivesgive negative scaling. The cache
missesncurredby rwlock overwhelmary read-sidgpar
allelismonemighthopeto gain. For rwlock to show de-
centscaling theread-sideeritical sectionanustbe quite
lengthy

The right-handgraphof each gure shaws the per
formanceof brlock, theperbucket-lockingmechanisms,
andRCU. NotethatRCU doesnot achieve ideal perfor
mance,evenin this read-onlybenchmark. In fact, for
someCPUs, the deviation from ideal is signi cant, in
contrasto experiencen the kernel,wherethe overhead
of the checksis not measurableThis is dueto the fact
thatthis userlevel benchmarldoesnot have an existing
scheduler _tick()  functionin whichalow-costtest
canbeplaced.Userlevel codethereforebearsa greater
costfor RCU thandoesdoesthe kernel,so,onceagain,
thesecomparisonsreconserative.

4.2 Mixed Workload

The mixed-workload resultsare more interesting. Al-
thoughRCU outperformsthe other mechanismsn the
read-onlycase,the extra overheadof detectinggrace
periodsshouldslow it down for updates. RCU would
thereforebeexpectedo beoptimalonly upto a particu-
lar updatefraction.

This sectionshavs what this updatefraction is for
differentvaluesof , which is the expectednumberof
searchesnd updateger graceperiod. The greaterthe
valueof , the greaterthe numberof searcheandup-
datesto absorbthe overheadof detectinga gracepe-
riod. Onewould thereforeexpectRCU's brealevenup-
datefractionto increasewith increasing .

The two values chosen for are 10 and 100.
Thesevaluesarequite consenative giventhatrealtime-
response-timeests of the Linux 2.6.0 kernel under
heary load have obserned morethan1,000updatesper
graceperiod. The correspondingralueof  would be
evengreaterbut the currentkernelinstrumentatiordoes
not measureghe numberof read-sideRCU critical sec-
tions. However, evenif the numberof read-sidecritical
sectionsis zero, the valuesof 10 and 100 usedin this
paperarequite conserative. This cameasa surpriseas
experiencavith RCUin otheroperatingsystemgMS98]
hasplaced in therangefrom 0.1to 10.

Figures27 through38 shov the performanceof the
variouslocking mechanisméor 4-CPUsystemf x86,
IPF, Opteron,andPPCCPUs. In each gure, thegraph
on the left shavs of 10, andthe graphon the right
shavs of 100. Again, the y-axis is normalizedto
preventinappropriatecomparisorbetweerthe different
CPUs.

The crosswer update fractions betweenRCU and
perbucket locking are summarizedin Table 1. The
cross@er numbersin the table are approximate—note
that the lines crossingare often nearly parallel, which
meansthat small experimentalerrors translateto rel-
atively large changesin the cross@er number The
crossweerupdatefractionsareall ratherlarge,with RCU
remainingoptimal whenup to half of the accessesre
updategor someCPUs.Thex86 resultsshav RCU im-
proving with increasinghumbersof CPUs,but Opteron,
andparticularlyIPF/x86,shav decreasesFuturework
for IPFincludesrunningthetestin thenative instruction
setto seeif this behaior is an artifact of the x86 hard-
wareemulationervironment.In thecaseof Opteron the
effectis muchsmaller but it would still bequiteinterest-
ing to runthis experimenton an8-CPUOpteronsystem.

The“wavy” linesin anumberof plotsaredueto run-
to-runvariationin measuregberformance.

RCU comesvery closeto theideal performancen a
numberof casesbut notuniversally Thisis why single-
CPUbenchmarksareaspecialchallenggfor RCU-based
changesandalsowhy it is soimportantto subjectRCU-
basedchangedo single-CPUbenchmarks.

It appeardrom this datathat RCU shouldprovide a
performancebene t on most systemswhenthe update
fractionislessthan0.1or 10%. Oneimportantexception
to this rule of thumbis the caseof a datastructurethat
alreadyusesRCU for someof its codepaths.Sincethe
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Figure23: x86 Performancdor Read-OnlyWorkload

rst useof RCU mustbearthe entireupdatecost,RCU
maybeusedmuchmoreaggressiely on additionalcode
paths.As always,your mileagemayvary—thedatain this
paperis in no way a substitutefor carefulperformance
evaluationunderrealisticconditions.

5 Summary

A hash-tablemini-benchmarkwasusedto evaluatethe
suitability of RCU for a rangeof updateintensitieson
four differenttypesof CPUs. As expected,RCU is
bestfor read-onlyworkloads. RCU remainsbest up
to abouta 10% updatefraction on all systemsunder
all testedconditions,and is bestup to a 50% update
fractionfor 4-CPUx86, 1- and2-CPU Opteron,and 2-
and4-CPUPPCfor systemsrunningwith at least100
searches/update®rgraceperiod. Sincemachinegun-
ning heary workloadshave beenobsened with more
than1,000updategpergraceperiod,thesegures appear
to beconserative.

Therefore,a conserative rule of thumbwould be to
useRCU whenno morethanabout10%of theaccesses
updatethehashtable.However, oncea givendatastruc-
ture usesRCU on somecode paths,RCU may be ap-
pliedto its othercodepathsmuchmoreaggressiely. Of
course,your mileagemay vary, so this paperis in no
way a substitutefor carefultestingunderrealisticcon-
ditions. Update-intensie workloadsgenerallydo well
with a perbucket lock. In update-intensie situations
wheredeadlockis a problem,it would be betterto use
referencecountswith perbucketlocking. Note thatthe
plots of performancedataare qualitatively similar, as
would beexpectedgiventhatcachelingrafc is respon-

siblefor muchof the overhead Thereforetheserulesof
thumbarelikely to be quitereliable.

Futurework includesrunningon a greatervariety of
CPUs and on different modelswithin the sameCPU
family, andtestingthe locking mechanismen different
datastructures.
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CPU # CPUs | Crosseer | Figure
x86 10 1 0.2 27
2 0.3 28

4 0.3 29

100 1 0.4 27

2 0.4 28

4 0.5 29

IPF/x86 | 10 1 0.3 30
2 0.2 31

4 0.1 32

100 1 0.4 30

2 0.4 31

4 0.2 32

Opteron| 10 1 0.3 33
2 0.2 34

4 0.2 35

100 1 0.5 33

2 0.5 34

4 0.4 35

PPC 10 1 0.3 36
2 0.5 37

4 0.4 38

100 1 0.4 36

2 0.5 37

4 0.5 38

Tablel: Summaryof RCU Crosseer UpdateFractions
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Figure29: x86 4-CPUPerformancéor Mixed Workload
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Figure31: IPF/x862-CPUPerformancédor MixedWorkload
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Figure32: IPF/x864-CPUPerformancdor MixedWorkload
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Figure34: Opteron2-CPUPerformancédor MixedWorkload
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Figure35: Opterond-CPUPerformancéor Mix ed Workload
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Figure37: PPC2-CPUPerformancdor MixedWorkload
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